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1. Introduction

This policy is focussed on the knowledge and behaviours that will help students and staff to
safely benefit from the online world, regardless of the device, platform or app that is used.
Specific guidance is available separately (for example an Acceptable Use Agreement) and this
will be regularly reviewed in the light of technological changes and experience. This policy
builds on the requirements of ‘Keeping Children Safe in Education’ and hyperlinks to the main
sources of guidance are at section 8.

2. Learning for safety

The school will ensure that students and staff understand how to use online school systems
safely and that this knowledge is regularly updated. For staff this will be through regular staff
training and for students it will be through the taught curriculum (Relationships and Sex
Education, Health Education, Computing and other subjects) together with the broader
curriculum (Safeguarding, guidance and opportunities such as assemblies). Where appropriate,
the latter will be supported by activities for students’ families.

3. Knowledge and Behaviours

There are five key outcomes that the online curriculum will help students achieve. These
combine developing knowledge with an understanding of the student’s behaviour and that of
others, both on and offline.

e How to evaluate what they see online — the ability to make judgements about what
they see and to ask themselves whether it is: Fact or opinion? Too good to be true?
Fake or genuine? Fair? Acceptable?

e How to recognise when approaches are being used to convince them to think or
respond in a particular way - to continue gaming, to buy something or to spread false
information.

e To recognise and practice acceptable online behaviour - A high standard of behaviour
and honesty is expected both online and offline. This includes understanding the
effects of online anonymity, how peer pressure intensifies emotions and techniques to
deal with conflict and negative language.

e How to identify online risks — having the knowledge of a range of online risks to
recognise these behaviours and then decide on the best course of action. This requires
the development of judgement in respect of sharing personal information, when to
participate in an activity and that a digital footprint can be viewed many years in the
future.
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e How and when to seek support — who to turn to if they are concerned or upset by

4.

something they have seen online. To know the adults they can trust, as well as knowing
how to access support from school staff and organisations such as the police, Childline and
CEOP. They should also know that platforms and apps will have ways in which
inappropriate contact or content can be reported.

Risks

The students’ learning about online safety will develop knowledge and skills to ensure they
enjoy safe and positive experiences online. The rapidly changing nature of online technology
means that risks will change and the following highlights the main areas of risk considered by
the whole curriculum.

Using the internet and the information it contains

Age restrictions to protect young people How content can be used and shared
Disinformation, misinformation and hoaxes Fake websites and scam emails
Online fraud Password phishing

Gathering personal data Persuasive design

Privacy settings Targeting of online content

Staying safe online

Online abuse Online challenges

Content that incites — hatred or violence Fake profiles

Grooming Live streaming a video, usually of yourself Pornography Communicating with
people you have not met

Wellbeing

Impact on confidence, particularly body image Impact on physical and mental health
People behaving differently online and offline Long-term reputational damage
Highlighting of self-harm and eating disorders

Within any group of students or staff, some will have personal experience of the impact of
these risks. Others may be particularly susceptible to online harm or have less support from
family or friends. The school will be proactive in ensuring all who may be potentially affected in
this way, receive the information and support they need. This will be achieved through good
communication between staff and the maintenance of a highly positive Safeguarding

environment in which all feel supported in raising issues.
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5. Network Security - Filters and Monitoring

As part of the school’s work to reduce online risks, it has in place a range of filters and
monitoring systems. The choice of appropriate tools has been informed by a risk assessment
that reflects the age and experience of our students. While online safety is the main priority, a
balance will be maintained between safety, use of resources and the dangers of ‘over
blocking’. Mobile technology presents challenges for network security both at school and at
home. The knowledge and skills gained through the curriculum will help students keep
themselves safe online when using mobile technology outside of school. However, families
must ensure that comparable filtering systems are in place to support students at home.

6. Staff Training

All new staff members will receive training as part of their induction on online safety (including
grooming, cyber-bullying and the risks of online radicalisation). All staff members will receive
refresher training at least once each academic year as part of safeguarding training, as well as
relevant updates through emails, bulletins and staff meetings. The Designated Safeguarding
Lead and deputies will undertake child protection and safeguarding training, including online
safety, at least every 2 years. They will also update their knowledge and skills on the subject of
online safety at regular intervals, and at least annually. Users will also be made aware of the
need for keeping passwords secure, and the risks attached to unauthorised access / data loss.

7. Monitoring and Review

Records of any online safety incidents will be kept by the Safeguarding or IT teams as
appropriate. These will be reviewed by the responsible member of the Senior Leadership Team
as necessary and at least termly. They will also be responsible for providing Governors with
summary information to enable them to make a judgement about the fitness for purpose of this
policy at the time of review. A tool to help with this is identified in section 8.

8. Links to helpful guidance documents

Government expectations regarding the work of schools to support Online Safety are explained
in_ document.

Online safety is closely linked to wider safeguarding provision.
guidance can be found here.

The statutory curriculum for Relationships and Sex Education, and Health Education, informs the
learning for Online Safety and can be found here. The National Curriculum Computing
Programme of Study can be found_here.

Guidance regarding age appropriate curriculum content to support learning about online safety
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can be accessed here.

To review the effectiveness of the Online Safety Policy, refer to_this guidance for Governors and
senior staff.

A comprehensive resource related to all aspects of online safety is the_UK Council for Internet
Safety.

9. Appendices for linked policies

9a Staff Acceptable Use

Staff Acceptable Use Policy

9b Student Acceptable Use

Student Acceptable Use Policy

9c Working with parents

Home School Agreement

9e E-Mail
Electronic Communications Policy
of Filtering and Monitoring

NWSSSS uses Securus and Relay to filter and monitor all internet traffic.

9g Social Media

Social Media Policy

9h Use of Personal Devices

ICT Loan Equipment Policy

Mobile Phone Policy

6
9i Misuse of IT and searching of devices and accounts
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Electronic Communications Policy

9j Digital Information Storage

Information Security Policy
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